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SUMMARY 
This  paper  e s t a b l i s h e s  bounds on t h e  p r o b a b i l i t y  of system f a i l u r e  f o r  f a u l t -  
t o l e r a n t  systems of t h e  type  used,  f o r  example, i n  a v i a t i o n  c o n t r o l .  Event series 
l e a d i n g  t o  system f a i l u r e  are assumed t o  fo l low a semi-Markov model i n  which t h e  
p o t e n t i a l  s o j o u r n  t i m e s  a s s o c i a t e d  wi th  component f a i l u r e s  have e x p o n e n t i a l  d i s t r i -  
bu t ions  and t h o s e  a s s o c i a t e d  wi th  system responses  have d i s t r i b u t i o n s  wi th  unspec i -  
f i e d  form. A p roduc t  form of t h e  bounds i s  d e r i v e d  by u s i n g  a model t h a t  p rov ides  
f o r  mul t ip le  competing system responses  t o  component f a i l u r e s .  The g e n e r a l  form of 
t h e  bounds is  expressed  i n  terms of i n t e g r a l  f a c t o r s  t h a t  depend on component f a i l -  
u r e  rates and t h e  d i s t r i b u t i o n s  of system response t i m e s .  The bounds are a l s o  
expressed  i n  terms of p e r c e n t i l e s ,  c o n d i t i o n a l  mean response  t i m e s ,  and c e r t a i n  
t r a n s i t i o n  p r o b a b i l i t i e s .  The accuracy  of t h e  bounds is d i s c u s s e d  both  a n a l y t i c a l l y  
and i n  terms of an  example system. 
I 
1 .  INTRODUCTION 
I n  recent y e a r s ,  t h e  d e s i r e  t o  improve performance,  r e l i a b i l i t y ,  and s a f e t y  of  
commercial and m i l i t a r y  a i r c r a f t  systems has l e d  t o  t h e  i n c r e a s e d  u s e  of f a u l t -  
t o l e r a n t  hardware and so f tware  c o n t r o l  systems. Some c o n t r o l  systems now employ 
tests t o  d e t e c t  and i d e n t i f y  f a i l e d  components and, i f  f a i l u r e s  are i d e n t i f i e d ,  t h e  
system may r e c o n f i g u r e  t o  exc lude  informat ion  provided  by f a i l e d  components. The 
t echn iques  f o r  do ing  t h i s  (Montgomery, 1975; Smith e t  a l . ,  1977; and Wil l sky ,  1976) 
are o f t e n  based on hardware d u p l i c a t i o n  of l i k e  components wi th  comparison monitor- 
i n g  f o r  f a i l u r e  d e t e c t i o n ,  v o t i n g  o r  averaging  t o  mask e r r o r s  from f a i l e d  compo- 
n e n t s ,  and regrouping  and r epea ted  comparison f o r  f a i l u r e  i d e n t i f i c a t i o n ;  a l s o ,  
r e c o n f i g u r a t i o n  may t a k e  t h e  form of swi tchovers  t o  s p a r e  components or swi t chove r s  
t o  o p e r a t i o n a l  components. 
E a r l y  r e c o g n i t i o n  t h a t  combina to r i a l  assessment  methods would n o t  r e a d i l y  
account  f o r  t h e  e f f ec t  on system r e l i a b i l i t y  of such s t a t e -dependen t  sys tem 
r e sponses  h a s  l e d  t o  t h e  use  of m u l t i s t a t e  p o i n t  p rocess  models. S e v e r a l  automated 
semi-Markov and nonhomogeneous Markov models and t h e  a s s o c i a t e d  s o l u t i o n  t echn iques ,  
which have been proposed over  t h e  l a s t  s e v e r a l  y e a r s ,  are surveyed and d i scussed  by 
G e i s t  and T r i v e d i ,  1983, i n  terms of des ign  l i m i t a t i o n s  imposed by model assump- 
t i o n s ,  e f f i c i e n c y  and accuracy  of t h e  s o l u t i o n  t echn iques  employed, and t h e  u s e f u l -  
ness  of t h e  types  of s o l u t i o n s  ob ta ined .  
Although some a u t h o r s  sugges t  d i r e c t  computa t iona l  methods (Ng and Av ig ien i s ,  
19761, o r  approximate methods based on s t a t e  aggrega t ion  techniques  i n  d e t a i l e d  
f a u l t - h a n d l i n g  models ( S t i f f l e r  e t  a l . ,  19791, White, 1984, s u q g e s t s  upper  and lower 
bounds f o r  sys tem u n r e l i a b i l i t y .  The framework from which he d e r i v e s  t h e  bounds i s  
a semi-Markov model i n  which component f a i l u r e  t i m e s  have e x p o n e n t i a l  d i s t r i b u t i o n s  
and system re sponse  t i m e s  have d i s t r i b u t i o n s  wi th  u n s p e c i f i e d  form. H i s  bounds t a k e  
a p roduc t  form, wi th  one s e t  of f a c t o r s  depending on in fo rma t ion  concern ing  com- 
ponent  f a i l u r e  rates and ano the r  set depending, i n  a d d i t i o n ,  on t h e  means and v a r i -  
ances  of t h e  r e sponse  t i m e s .  
I n  this paper  t h e  bounds g iven  by White, 1984, are g e n e r a l i z e d  t o  a model t h a t  
p r o v i d e s  f o r  competing system responses  t o  component f a i l u r e s .  The model d e s c r i b e s  
a s y s t e m ' s  h i s t o r y ,  which c o n s i s t s  of a series of s ta tes  e n t e r e d  o v e r  a p e r i o d  of 
t i m e  t o g e t h e r  with t h e  t i m e  i n t e r v a l s  between s ta te  changes.  Ent rance  i n t o  a s t a t e  
may correspond to  t h e  occurrence  of a component f a i l u r e  or t o  t h e  o c c u r r e n c e  of a 
system response t o  p r e v i o u s l y  f a i l e d  components. Competing responses  are o f t e n  of 
t y p e s  such as d e t e c t i n g  and d e a c t i v a t i n g  p r e v i o u s l y  f a i l e d  components or a c t i v a t i n g  
s p a r e  components. The assumed model is semi-Markov. i n  which t h e  p o t e n t i a l  
( p o s s i b l e )  s o j o u r n  times a s s o c i a t e d  w i t h  component f a i l u r e s  have e x p o n e n t i a l  d i s t r i -  
b u t i o n s  and those a s s o c i a t e d  wi th  system responses  have d i s t r i b u t i o n s  w i t h  unspec i -  
f i e d  form. 
Informat ion  concerning system response  t i m e s  may be a v a i l a b l e  from e x p e r i m e n t a l  
f a u l t  i n j e c t i o n  s t u d i e s  ( L a l a  and Smith,  1983) o r  from a n a l y t i c a l  d e r i v a t i o n s  of t h e  
response  t i m e  d i s t r i b u t i o n s ,  a s  determined f r o m  s p e c i f i c a t i o n s  of s e q u e n t i a l  s t a t i s -  
t i c a l  tests t h a t  are o f t e n  employed i n  system d e s i g n  (Walker,  1980) .  
I n  section 3 a product  form of t h e  bounds is d e r i v e d  which h a s  i n t e g r a l  f a c t o r s  
t h a t  depend on component f a i l u r e  rates and t h e  d i s t r i b u t i o n s  of system response  
t i m e s .  This form p e r m i t s  s u b s t i t u t i n g  sample cumulat ive d i s t r i b u t i o n s  and e l i m i -  
n a t e s  t h e  need f o r  c e r t a i n  i n t e r m e d i a t e  s t a g e s  of d a t a  a n a l y s i s ,  such as checking 
t h e  adequacy of assumed parametric forms. The s i m p l e r  form g i v e n  i n  s e c t i o n  4 may 
be u s e f u l  when minimal i n f o r m a t i o n  i s  a v a i l a b l e  i n  t h e  form of c o n d i t i o n a l  mean 
r e s p o n s e  times, p e r c e n t i l e s ,  and c e r t a i n  t r a n s i t i o n  p r o b a b i l i t i e s .  To reduce f u r -  
t h e r  t h e  informat ion  needed, c e r t a i n  nonparametr ic  c l a s s e s  o f  response  t i m e  d i s t r i -  
b u t i o n s  may be employed, a s  d i s c u s s e d  i n  s e c t i o n  5. 
2. THE MODEL 
I n  t h e  c o n t e x t  of a p a r t i c u l a r  a p p l i c a t i o n ,  a system s t a t e  is  a v e c t o r  having  
e lements  t h a t  s p e c i f y  t h e  number of o p e r a t i o n a l  components, t h e  s t a t u s  of system 
response ,  and t h e  c u r r e n t  system c o n f i g u r a t i o n .  It  is c o n v e n i e n t  t o  label  t h e  
system s ta tes  simply as  El, 2 ,  ..., k) .  A c e r t a i n  s u b s e t  R cor responds  t o  s t a t e s  
e n t e r e d  as a r e s u l t  of system responses t o  component f a i l u r e s ,  and t h e  remaining 
set  corresponds t o  s ta tes  e n t e r e d  when components f a i l .  As i l l u s t r a t e d  i n  
s e c t i o n  6,  it i s  p o s s i b l e  f o r  some element  of R t o  cor respond t o  a n  a b s o r b i n g  
s t a t e  (system f a i l u r e ) .  
A sys tem's  h i s t o r y  c o n s i s t s  of a series of states z o ,  z l ,  ..., zn e n t e r e d  
over  a period of t i m e  t o g e t h e r  wi th  t h e  s o j o u r n  t i m e s  ( t i m e  i n t e r v a l s  between s t a t e  
changes)  u l ,  u2, . . . , un. T y p i c a l l y ,  t h e  i n i t i a l  s ta te  zo is a f u l l y  o p e r a t i o n a l  
system s t a t e  and z1 is  e n t e r e d  when some component f a i l s .  The system may e n t e r  
z2 as a r e s u l t  of a n o t h e r  component f a i l u r e  or as a r e s u l t  of system response  t o  
t h e  f i r s t  f a i l u r e ,  and so on, g i v i n g  a series of s ta tes  i n  R and g. S u c c e s s i v e  
r e s p o n s e s  may r e s u l t  from f a i l u r e  d e t e c t i o n  and subsequent  d e a c t i v a t i o n  of a f a i l e d  
component. Competing responses  arise, f o r  example when t w o  components, s a y  A and B, 
have f a i l e d  and t h e  p o t e n t i a l  responses  are of t y p e s  such  as d e a c t i v a t e  A v e r s u s  
d e a c t i v a t e  B or a c t i v a t e  t h e  s p a r e  A v e r s u s  d e a c t i v a t e  t h e  fa i led a c t i v e  u n i t  B. 
I f  t h e  process  is  semi-Markov, then  the random v a r i a b l e s  Zo, Z,, ..., Z, 
f o l l o w  a Markov c h a i n  and t h e  s o j o u r n  t i m e s  
independent ,  given a p a r t i c u l a r  series of s t a t e  changes.  The u s u a l  model s p e c i f i c a -  
t i o n  (Lagakos e t  a l . ,  1978) is  g iven  by t h e  i n i t i a l  and t r a n s i t i o n  p r o b a b i l i t i e s  and 
by t h e  c o n d i t i o n a l  d i s t r i b u t i o n s  of t h e  s o j o u r n  times as f o l l o w s :  
U, , u2, . . ., U n  are c o n d i t i o n a l l y  
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Q ( x ; i , j )  = P(u,+, 2 X J Z ,  = i , z  = j )  m+ 1 
I Suppose t h a t  t h e  system e n t e r s  s t a t e  z ~ - ~  = i a t  t h e  m - 1 s t  epoch. L e t  
T ( i ,  2) ( R = 1 ,  2, . . ., k) denote  t h e  p o t e n t i a l  (possible) s o j o u r n  t i m e s  a s s o c i a t e d  
T ( i , j )  is t h e  smallest of t h e  p o t e n t i a l  s o j o u r n  t i m e s .  The t i m e  between t h e  m - 1 s t  
and mth epochs i s  Um = m i n { T ( i , l ) ,  T ( i , 2 ) ,  ..., T ( i , k ) ] .  I n  p a r t i c u l a r ,  8 ( i , j )  
Q ( x ; i , j )  g i v e s  t h e  p r o b a b i l i t y  t h a t  Um 2 x and T ( i , j )  2 m i n { T ( i , L ) ) ,  where 
2 # j ,  ..., g i v e n  t h a t  t h e  c u r r e n t  system s ta te  i s  z ~ - ~  = i. 
! w i t h  t h e  states R = 1 ,  2, ..., k. m e n ,  the  system e n t e r s  s t a t e  j o n l y  i f  
If t h e  p o t e n t i a l  s o j o u r n  times are independent  and have cont inuous  d i s t r i b u -  
t i o n s ,  then  
where G ( x ; i , R )  = P{T(i ,R)  > x )  r e p r e s e n t s  t h e  s u r v i v o r  f u n c t i o n s .  As mentioned 
ear l ier ,  t h e  p o t e n t i a l  s o j o u r n  t i m e s  T ( i ,  a ) ,  R c E a s s o c i a t e d  with component f a i l -  
u r e s  have e x p o n e n t i a l  d i s t r i b u t i o n s  i n  which the parameters X ( i , R )  depend on t h e  
a d j o i n i n g  s ta tes  i and R and t h e  response t i m e s  T ( i ,  E), 2 t R have d i s t r i b u -  
t i o n s  G ( x ; i ,  a ) ,  R E R wi th  u n s p e c i f i e d  form. 
One q u e s t i o n  t h a t  arises i s  whether any g e n e r a l i t y  i s  added by p e r m i t t i n g  
dependent  r e s p o n s e  t i m e s .  R e s u l t s  g iven  by Miller, 1977, and T s i a t i s ,  1975, show 
t h a t  i f  Q ( x ; i , j )  i s  cont inuous ,  t h e n  independent  random v a r i a b l e s  { T ( i , R ) )  e x i s t  
having  d i s t r i b u t i o n s  t h a t  s a t i s f y  e q u a t i o n  ( 1 ) .  I n  p a r t i c u l a r ,  when Q ( x ; i , j )  is 
cont inuous ,  t h e  d i s t r i b u t i o n s  of response t i m e s  t h a t  s a t i s f y  e q u a t i o n  ( 1 )  have 
s u r v i v o r  f u n c t i o n s  g iven  by Tsiat is ,  1975, a s  fo l lows:  
where 
Thus, it s u f f i c e s  t o  c o n s i d e r  on ly  t h e  r e p r e s e n t a t i o n  g i v e n  by e q u a t i o n  ( 1 ) .  
3 .  GENERAL FORM OF THE BOUNDS 
A s  the model now s t a n d s ,  we have n o t  inc luded  an expec ted  l a r g e  d i f f e r e n c e  i n  
t h e  component f a i l u r e  and system response  t i m e s .  F a u l t - t o l e r a n t  systems o f t e n  
employ h i g h l y  re l iab le  components and a r e  designed f o r  q u i c k  response t o  component 
f a i l u r e s ;  hence ,  t h e  response  t i m e s  may o f t e n  be s t o c h a s t i c a l l y  much s m a l l e r  t h a n  
3 
f a i l u r e  t i m e s .  This  assumption is  the b a s i s  f o r  t h e  computa t iona l  t e c h n i q u e s  
proposed by S t i f f l e r  e t  a l . ,  1979, and it is  a l s o  t h e  basis f o r  t h e  accuracy  b u t  n o t  
f o r  t h e  v a l i d i t y  of t h e  bounds g iven  i n  t h e  fo l lowing  d i s c u s s i o n .  
Our d e r i v a t i o n ,  similar t o  t h a t  g iven  by White, 1984, c o n s i s t s ,  i n  parts of  
p a r t i t i o n i n g  a p a r t i c u l a r  e v e n t  series zo, zl, ..., zn a c c o r d i n g  t o  t h e  c h a r a c t e r  
of t h e  p o t e n t i a l  s o j o u r n  t i m e s  a t t a c h e d  t o  zo, z1 , . . ., z ~ - ~ .  I f  i # j and i f  
a l l  p o t e n t i a l  so journ  t i m e s  a t t a c h e d  t o  
whi le  t h o s e  a t t a c h e d  t o  z j - l  
i s  s t o c h a s t i c a l l y  smaller t h a n  UiI  p rovid ing ,  of course ,  tha t  t h e  p o t e n t i a l  
response  times a r e  s t o c h a s t i c a l l y  smaller t h a n  t h e  p o t e n t i a l  f a i l u r e  t i m e s .  The 
upper  bound i s  obta ined  by exc luding  t h e  s t o c h a s t i c a l l y  smaller random v a r i a b l e s  
from t h e  h i t t i n g  t i m e ,  T = U1 + U 2  + ... + Un, of zn; t h u s ,  T is approximated by 
a sum of fewer v a r i a b l e s .  The lower bound i s  obta ined  i n  a s imilar  way e x c e p t  t h a t  
c e r t a i n  c o n s t a n t s ,  chosen t o  r e p r e s e n t  upper p e r c e n t i l e s  of t h e  response  t i m e  d i s -  
t r i b u t i o n s ,  r e p l a c e  t h e  p r e v i o u s l y  excluded v a r i a b l e s ;  t h i s  g i v e s  a new random 
v a r i a b l e  t h a t ,  e f f e c t i v e l y ,  i s  s t o c h a s t i c a l l y  l a r g e r  t h a n  T. 
z i m l  correspond t o  component f a i l u r e s ,  
i n c l u d e  one o r  more system response  times, t h e n  
L e t  zo,  z l ,  ..., zn r e p r e s e n t  a p a r t i c u l a r  p a t h  l e a d i n g  t o  an a b s o r b i n g  
s t a t e  zn. L e t  A, B, and C p a r t i t i o n  t h e  i n d i c e s  of z o ,  z l I  ..., z n  i n  t h e  
f o l l o w i n g  way: i t A i f  a l l  p o t e n t i a l  s o j o u r n  times l e a d i n g  from zi-l r e p r e s e n t  
e l a p s e d  t i m e s  t o  component f a i l u r e s ;  i e B i f  t h e  p a r t i c u l a r  p o t e n t i a l  s o j o u r n  
t i m e  l e a d i n g  from zi-l t o  zi r e p r e s e n t s  a response t i m e ;  and i e C provided 
t h a t  i # A and t h e  p a r t i c u l a r  p o t e n t i a l  s o j o u r n  t i m e  l e a d i n g  from z i - l  t o  z i  
r e p r e s e n t s  an  e lapsed  t i m e  t o  some component f a i l u r e .  
The p r o b a b i l i t y  p ( t )  of h i t t i n g  z n  by t i m e  t and e n t e r i n g  t h e  series o f  
s t a t e s  z o ,  zl, ..., zn i s  
p ( t )  = P ( T  2 t ,  Zo = Z O ,  ...) Zn = 2,) 
where T = U1 + ... + Un i s  t h e  h i t t i n g  t i m e  of zn. This p r o b a b i l i t y  is given  by 
( 2 )  €I(zg) IIi,l n 8 ( z i - l ,  z i )  dQ(ui ;z i - l , z i )  
where 
s = { ( U l ,  u2,  ..., u n ) :  u1 + u2 + ... + un = < t )  
L e t  = E A  denote  t h e  sum of an  a r b i t r a r i l y  chosen set  of nonnegat ive con- 
s t a n t s  Ai, i t BUC. Upper and lower bounds %(t)  and %( t ) ,  r e s p e c t i v e l y ,  fo r  
p ( t )  f o l l o w  by observ ing ,  as i n  White, 1984, t h a t  t h e  sets 
i 
s u  = U U I ,  ..., u n ) :  CAUi 5 t)  
4 
and 
- 
SL = {(u,, ..., un): CAui 2 t - A ,  u. 5 b i1  i E BUC) 1 -  
satisfy sL G s E su. 
I Now, replacing S by Su and SL i n  equation ( 2 )  gives, respectively, 
Pu(t) = 8(zo) H(t) rIA ai % bi % ci ( 3 )  
and 
The function 
appearing in equations ( 3 )  and ( 4 )  represents the distribution function for a sum of 
independent random variables having exponential distributions with rate parameters 
5 
X i ,  i c A. The i n d i c e s  f o r  each product  shown i n  e q u a t i o n s  ( 6 )  t o  ( 9 )  vary  only  
over  t h e  i n d i c e s  of t h e  response t i m e  d i s t r i b u t i o n s .  
1 1 
The q u a n t i t i e s  bi, ci,  bi ,  and ci are d i r e c t l y  e s t i m a b l e  whenever t h e  
response  times a r e  observed e x p e r i m e n t a l l y .  The choice  of e s t i m a t e s  would vary  
depending on whether t h e  response t i m e s  are observed i n d i v i d u a l l y  or observed as 
competing e v e n t s .  I n  t h e  former case, s u b s t i t u t i o n  of censored d a t a  forms of t h e  
sample cumulat ive d i s t r i b u t i o n s  would g i v e  nonparametr ic  estimates. I n  t h e  l a t t e r  
case, nonparametr ic  estimates as d e s c r i b e d  by K a l b f l e i s c h  and P r e n t i c e ,  1980, would 
be a p p l i c a b l e .  The Ai would probably be chosen as p o i n t s  of c e n s o r i n q ,  h o p e f u l l y  
a t  t h e  extreme upper t a i l s  of t h e  response t i m e  d i s t r i b u t i o n s .  
4.  BOUNDS EXPRESSED I N  TERMS OF TRANSITION PROBABILITIES, 
CONDITIONAL MEANS, AND PERCENTILES 
One a p p l i c a t i o n  of t h e  bounds q iven  e a r l i e r  assumes t h a t  component f a i l u r e  
rates are known q u a n t i t i e s  and t h a t  c e r t a i n  minimal i n f o r m a t i o n  is  a v a i l a b l e  con- 
c e r n i n g  t h e  d i s t r i b u t i o n s  of response  t i m e s .  I n  White, 1984, t h e  model i s  l i m i t e d  
t o  t h e  c a s e  i n  which a s i n g l e  response t i m e  i s  competinq wi th  component f a i l u r e s  and 
t h e  bounds a r e  given i n  terms of means and v a r i a n c e s .  For t h e  g e n e r a l  case, it i s  
u n l i k e l y  t h a t  a c c u r a t e  bounds can be expressed  s o l e l y  i n  terms of means and v a r i -  
ances .  The upper bounds g iven  i n  t h i s  s e c t i o n  r e q u i r e  o n l y  i n f o r m a t i o n  concern ing  
c e r t a i n  t r a n s i t i o n  p r o b a b i l i t i e s  and p e r c e n t i l e s .  The lower bounds r e q u i r e  addi -  
t i o n a l  in format ion  concerning t h e  c o n d i t i o n a l  mean minimum response  t i m e s .  
Consider  f i r s t  t h e  upper bound q iven  by e q u a t i o n  ( 3 ) .  S ince  t y p i c a l l y  t h e  rate 
parameters  X ( i , j )  t a k e  q u i t e  smal l  v a l u e s ,  a f a i r l y  a c c u r a t e  upper bound is q i v e n  
by r e p l a c i n g  bi and ci appear inq  i n  e q u a t i o n  ( 3 )  by 
where 
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I Note t h a t  each h l i  represents a t r a n s i t i o n  p r o b a b i l i t y  and i s  computed as i f  a l l  
I component f a i l u r e  modes w e r e  e l i m i n a t e d  a t  s t a t e  z i - l .  The b l i  t a k e s  a v a l u e  , 
e q u a l  t o  1 whenever a s i n q l e  response t i m e  is competinq w i t h  f a i l u r e  t i m e s .  The 
q u a n t i t y  pi ( Ai) 
t h e  smallest response o c c u r s  i n  ( O , A i ) .  S ince G i ( A i )  p i (Ai)  $ G i ( A i )  Ai ,  t h e  
t i o n  needed t o  compute t h e  upper bound c o n s i s t s  of t h e  t r a n s i t i o n  p r o b a b i l i t i e s  and 
r e p r e s e n t s  t h e  c o n d i t i o n a l  mean minimum response  t i m e  q i v m  t h a t  
I 
, upper  bound can he computed w i t h o u t  knowledge of u i ( A i ) .  I n  t h i s  c a s e  t h e  informa- 
1 t h e  p r o b a b i l i t y  t h a t  t h e  smallest response t i m e  exceeds Ai. 
Next, a new lower bound i s  given by r e p l a c i n g  each of hl and c i ,  appear inq  
i n  e q u a t i o n  ( 4 )  by t h e  q u a n t i t i e s  
b i i  = exp(-XiAi) (bli - G i ( A i ) )  
and 
C '  l i  
An o p t i m a l  c h o i c e  of t h e  Ai t o  
r e q u i r e  some knowledge of t h e  form of 
(16)  
(1 7 )  
minimize P u ( t )  - P L ( t )  would probably 
t h e  d i s t r i b u t i o n s  of response  t imes.  The s i m -  
p l e  r e s u l t s ,  
b l i  - b ; i  and c l i  - c; i  each converge t o  0 as Xi and G .  ( A .  ) d e c r e a s e  t o  0. 
Also,  w i t h  r r e p r e s e n t i n g  t h e  number of t e r m s  i n  CAUi, it is  n o t  d i f f i c u l t  t o  
show t h a t  H ( t )  - H ( t  - A) 
b l i  - b ; i  <= Xihi + E i ( A i )  and c l i  - c; i  <= X2A2 + G i ( A i ) ,  show t h a t  t i  
1 1  
- 
is  dominated by (tr - (t  - K I r )  IIAXi. 
T h i s  a n a l y s i s  s u g g e s t s  t h a t  if t h e  system components are h i g h l y  re l iable  and i f  
t h e  system i s  designed €or quick response t o  component f a i l u r e s ,  then  t i q h t  bounds 
would o f t e n  be g iven  by choosing 
t i o n s  of minimum response  t i m e s .  Exact methods for c o r n p j u t i i i q  E(x) a r e  available 
i n  s e v e r a l  i n t r o d u c t o r y - l e v e l  t e x t s  t h a t  d i s c u s s  t i m e  homoqeneous Markov p r o c e s s e s .  
Ai e q u a l  t o  l a r g e  p e r c e n t i l e s  of t h e  d i s t r i b u -  
5 .  BOUNDS EXPRESSED I N  TERMS OF PERCENTILES AND CONDITIONAL MEANS 
The bounds g i v e n  i n  t h i s  s e c t i o n  r e l y  on weak assumptions r e l a t i n g  t h e  response  
t i m e  d i s t r i b u t i o n s .  The a i m  i s  t o  reduce t h e  i n f o r m a t i o n  needed t o  compute t h e  
bounds. This  i s  done by r e p l a c i n g  bli  appear ing  i n  e q u a t i o n s  ( 1 1 )  and ( 1 6 )  by 
o t h e r  q u a n t i t i e s ,  depending on t h e  p e r c e n t i l e s  of t h e  response  t i m e  d i s t r i b u t i o n s .  
L e t  F(*) r e p r e s e n t  a cont inuous b a s e l i n e  d i s t r i b u t i o n  and l e t  C1 d e n o t e  the 
c lass  of cont inuous  d i s t r i b u t i o n s  generated by F(*) i n  t h e  fo l lowing  way: G ( * )  
b e l o n g s  t o  c1 if G(x)  = {?(x)) '  f r o m  some v a l u e  of a > 0 and a l l  v a l u e s  of 
X 2 0 .  The class C1 i s  o f t e n  d e s c r i b e d  a s  t h e  class of d i s t r i b u t i o n s  having 
P r o p o r t i o n a l  hazard  rates.  The class is  nonparametr ic  i n  t h e  s e n s e  t h a t  it i n v o l v e s  
a n  u n s p e c i f i e d  form of a b a s e l i n e  d i s t r i b u t i o n .  I t  h a s  been s t u d i e d  e x t e n s i v e l y  
( K a l b f l e i s c h  and p r e n t i c e ,  1980) a s  a framework for developing  nonparametr ic  s t a t i s -  
t i ca l  methods. 
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I n  t h e  p r e s e n t  c o n t e x t ,  suppose t h a t  t h e  response t i m e  d i s t r i b u t i o n s  be long  to  
c1 
t h e  r e p r e s e n t a t i o n  
f o r  some u n s p e c i f i e d  b a s e l i n e  d i s t r i b u t i o n .  Then, each s u r v i v o r  f u n c t i o n  h a s  
where 
The s u r v i v o r  f u n c t i o n  f o r  t h e  minimum response t i m e  i s  q iven  by 
Upon r e p l a c i n g  bl appear inq  i n  e q u a t i o n s  ( 1  1 ) and ( 1  6 )  by 
w e  g e t  upper bounds t h a t  r e q u i r e  only  i n f o r m a t i o n  concern ing  t h e  p r o b a b i l i t i e s  t h a t  
t h e  response t imes exceed Ai. 
mean minimum response t i m e .  
The l o w e r  bounds s t i l l  depend on t h e  c o n d i t i o n a l  
Now cons ider  a second class C 2 ,  g e n e r a t e d  from a cont inuous  b a s e l i n e  d i s t r i -  
b u t i o n  F( * )  i n  t h e  f o l l o w i n g  way: G ( = )  belonqs t o  C2 i f  G(x)  = Fa(,) fo r  
some v a l u e  of a > 0 and a l l  v a l u e s  of x 2 0. This class is a l so  nonparamet r ic  i n  
t h e  same s e n s e  as b e f o r e ;  however, it appears  t o  have been s t u d i e d  less as a basis 
f o r  nonparametr ic  i n f e r e n c e .  
I f  t h e  response t i m e  d i s t r i b u t i o n s  belong t o  
b a s e l i n e  d i s t r i b u t i o n ,  t h e n  each h a s  t h e  r e p r e s e n t a t i o n  
C2 f o r  some u n s p e c i f i e d  
$(Zi-, I a )  
G ( x ; z i - l ,  E) = {Hi(x)  } 
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( 2 1  1 
where 
The d i s t r i b u t i o n  f u n c t i o n  f o r  t h e  l a r g e s t  of t h e  response  t i m e s  is g iven  by 
Hi(x) = II G(x;z  ,!L) a. i-1 
S u b s t i t u t i n g  from e q u a t i o n  ( 2 1 )  g i v e s  
Upon expanding t h e  product  i n  t h e  i n t e q r a n d ,  can  be w r i t t e n  as a sum o f  terms 
i n v o l v i n g  o n l y  t h e  q u a n t i t i e s  $(zi-, , a ) .  Also ,  from e q u a t i o n  (21 1 each , II) 
can be r e p r e s e n t e d  i n  t h e  form 
bli  
Therefore ,  bli  as g iven  by e q u a t i o n s  (23) and (24)  depends only  on t h e  p e r c e n t i l e s  
of t h e  response  t i m e  d i s t r i b u t i o n s  and can be s u b s t i t u t e d  i n  e q u a t i o n s  ( 1 1 )  and ( 1 6 )  
t o  g i v e  a new se t  of bounds. 
6 .  AN EXAMPLE 
The example t o  be d i s c u s s e d  i s  concerned wi th  t h e  e f f e c t  on system r e l i a b i l i t y  
of a p a r t i c u l a r  choice  of i n t e r v a l  f o r  c y c l i n g  a s p a r e  and s e r v e s  t o  i l l u s t r a t e  t h e  
a p p l i c a t i o n  of t h e  bounds g iven  i n  s e c t i o n  4. 
Cons ider  a system having  t h r e e  a c t i v e  processor u n i t s  and one spare. Act ive  
u n i t s  have a f a i l u r e  rate X and the s p a r e  has a f a i l u r e  rate p.  The o u t p u t  of 
t h e  a c t i v e  u n i t s  is s u b j e c t  t o  m a j o r i t y  vote;  t h u s ,  t h e  system s u r v i v e s  w i t h  one 
f a i l e d  active u n i t .  
pair .  To check its o p e r a t i o n a l  s t a t u s ,  t h e  s p a r e  is a u t o m a t i c a l l y  a c t i v a t e d  and 
swi tched  w i t h  t h e  c o o p e r a t i n g  u n i t  a t  r e g u l a r  i n t e r v a l s .  The spare is  a l s o  
a c t i v a t e d  whenever a f a i l e d  u n i t  is d e t e c t e d  and, i n  t h i s  case, it r e p l a c e s  t h e  
fa i led  u n i t .  
me spare and one predes igna ted  act ive u n i t  form a c o o p e r a t i n g  
The desire t o  check t h e  o p e r a t i o n a l  s t a t u s  of t h e  s p a r e  l e a v e s  open t h e  p o s s i -  
b i l i t y  of c y c l i n g  i n  a f a i l e d  spare a t  some i n s t a n t  when a noncooperat ing u n i t  h a s  
f a i l e d .  As shorn  i n  f i g u r e  1 ,  one of t h e  noncooperat ing a c t i v e  u n i t s  f a i l s  
( s t a t e  l ) ,  t h e  s p a r e  f a i l s  ( s t a t e  2 ) ,  and t h e  system, b e i n g  unaware t h a t  e i t h e r  u n i t  
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h a s  f a i l e d ,  a u t o m a t i c a l l y  s w i t c h e s  t h e  spare wi th  t h e  qood a c t i v e  u n i t  ( s t a t e  3 ) .  
S t a t e  3, as w e l l  as s ta tes  5 and 7,  represents system f a i l u r e  s i n c e  t h e  system i s  
n o t  f a u l t  to lerant  a t  any i n s t a n t  when t w o  of t h e  t h r e e  a c t i v e  u n i t s  have f a i l e d .  
S t a t e s  6 and 8 d e s i g n a t e  o p e r a t i o n a l  s ta tes  t h a t  are a t t a i n e d  when t h e  system 
detects ,  i d e n t i f i e s ,  and retires t h e  f a i l e d  a c t i v e  u n i t  and t h e n  r e p l a c e s  it w i t h  
t h e  s p a r e .  
I n  terms of t h e  p r e v i o u s  n o t a t i o n ,  zo = 0, z1 = 1 ,  z2 = 2, 23 = 3, A = ( l ) ,  
B = { 3 ) ,  and C = {2). For t h e  s a k e  of s i m p l i c i t y ,  t a k e  Ai = A and assume t h a t  
t h e  response  time d i s t r i b u t i o n s  G ( x ; 1 , 6 )  and G ( x ; 2 , 8 )  are i d e n t i c a l .  The t i m e  
(measured from t h e  i n s t a n t  of e n t e r i n q  s t a t e  2 )  needed t o  s w i t c h  t h e  s p a r e  t o  a c t i v e  
s t a t u s  has  a d i s t r i b u t i o n  l i m i t e d  t o  (0 ,A);  tha t  i s ,  A is chosen e q u a l  t o  t h e  
l e n g t h  of t h e  c y c l i n g  i n t e r v a l  and c(A:2 ,3)  = 0. 
The 
and 
where a 
b i 3 ,  and 
bounds have t h e  form 
P,(t)  = H ( t )  a lb13c12 
- 
= 2X 3A + p ) - ' ,  A = 2A, H(x) = 1 - exp(-(3A + p ) x ] ,  and h 1 3 '  C 1 2 '  
c; 2 are g iven  by e q u a t i o n s  ( 1  1 1 ,  ( 1  2 )  , (161, and (171, r e s p e c t i v e l y :  
To compare t h e  upper and lower bounds f o r  t h e  p r o b a b i l i t y  of h i t t i n g  State 3 
p r i o r  t o  completing t h e  miss ion  i n  1 h r  ( t  = 1 1, suppose t h a t  A = 0.003, 
p = X = 0.001, and exper imenta l  r e s u l t s  g i v e  
and b13 = 0.68. Then, 
P , ( t )  = 1.81 x and 
e ( A ; l , 6 )  = 0.04, p 2 ( A )  = 0.002, 
E ( A )  = 0.04, E ( A )  = 0, and upper and lower bounds are 
2 3 
P,( t )  = 2.74 x lo-', r e s p e c t i v e l y .  
"he d i f f e r e n c e  between t h e  upper and lower hounds is l a r g e l y  due t o  t h e  d i f -  
c ; 2 ,  b u t  t h i s  i n  t u r n  can be a t t r i b u t e d  t o  a l a c k  of i n f o r -  ference i n  
mation concerning t h e  shapes of t h e  d i s t r i b u t i o n s  above t h e  l i m i t  A. 
C l 2  and 
1 0  
I f  it is assumed t h a t  G(x;2,3) is a uniform d i s t r i b u t i o n  over ( O , A ) ,  then 
less information is needed to  compute the  bounds; i n  t h i s  case,  
and s u b s t i t u t i o n  gives  b13 = 0.68. 
CONCLUDING REMARKS 
In  t h i s  paper a semi-Markov model has been analyzed t o  give upper and lower 
bounds f o r  system u n r e l i a b i l i t y .  The model provides f o r  mult iple  competing system 
responses t o  component f a i l u r e s  and i s  f l e x i b l e  i n  terms of descr ib ing  the  dis t r i -  
but ions of system response t i m e s .  W e  have shown t h a t  accuracy of the bounds 
increases  i n  the  l i m i t  a s  the  component f a i l u r e  r a t e s  and as the  survivor  funct ions 
of minimum response times decrease t o  0. Thus, genera l ly  i f  the  response t i m e  
d i s t r i b u t i o n s  a r e  concentrated over a narrow range, accurate  bounds would be given 
by s e l e c t i n g  pe rcen t i l e s  a t  the  upper end of t h i s  range. The best choice of param- 
eters f o r  represent ing the  bounds depends on the  ava i l ab le  information; i n  the  
experimental  context ,  pe rcen t i l e s  and condi t ional  means appear preferab le  t o  o ther  
parameters because of the  ease of subs t i t u t ing  censoring poin ts  f o r  pe rcen t i l e s  and 
t h e  ease of d i r e c t l y  es t imat ing the  condi t ional  mean response t i m e s .  
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Figure 1.- State diagram f o r  afl example system consisting of 
three active processor units and one spare. 
13 
1. Report No. 
4. Title and Subtitle 
2. Government Accession No. 
NASA TP-2409 
3. Recipient's Catalog No. 
5. Report Data 
NASA Langley Research Center  
Hampton, VA 23665 
RELIABILITY BOUNDS FOR FAULT-TOLERANT SYSTEMS 
WITH COMPETING RESPONSES TO COMPONENT FAILURES 
7. Authods) 
Larry  D. Lee 
~ 
9. Performing Organization Name and Address 
11. Contract or Grant No. 
A p r i l  1985 
6. Performing Organization Code 
505-34-1 3-30 
8. Performing Organization Report No. 
L-15853 
10. Work Unit No. 
12. Sponsoring Agency Name and Address 
14. Sponsoring Agency cods 
13. Type of Report and Giod Covered 
Technica l  Paper  
I 
15. Supplementary Notes 
1 ,  
17. &irL yvotdr e t e d  by Author($)) 
F a u l t - t o l e r a n t  systems 
Semi-Markov model 
R e l i a b i l i t y  bounds 
Competing system responses  
16. Abstract 
18. Distribution Statement 
U n c l a s s i f i e d  - Unlimited 
S u b j e c t  C a t e q o r i e s  38, 59, and 6 5  
T h i s  paper  e s t a b l i s h e s  bounds on t h e  p r o b a b i l i t y  of system f a i l u r e  f o r  f a u l t - t o l e r a n l  
systems of t h e  type  used,  f o r  example, i n  a v i a t i o n  c o n t r o l .  Event series l e a d i n g  t o  
system f a i l u r e  are assumed t o  f o l l o w  a semi-Markov model i n  which t h e  p o t e n t i a l  
s o j o u r n  times a s s o c i a t e d  wi th  component f a i l u r e s  have e x p o n e n t i a l  d i s t r i b u t i o n s  and 
t h o s e  associated wi th  system responses  have d i s t r i b u t i o n s  w i t h  u n s p e c i f i e d  form. A 
p r o d u c t  form of t h e  bounds is d e r i v e d  by u s i n g  a model t h a t  p r o v i d e s  f o r  m u l t i p l e  
competing system responses  t o  component f a i l u r e s .  
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